Al-Generated Videos and Deepfakes: A Technical Primer

Abu Sufian

CNR-ISASI, Lecce, Italy.
&
University of Gour Banga, English Bazar, India.
e-mail: abu.sufian@isasi.cnr.it/sufian@iece. org

Abstract

Artificial intelligence, specially deep learning (DL)-based computer vision algorithms
has been revolutionizing video generation, enabling the creation of realistic videos
through advanced algorithms specially through DL models. These Al-generated
videos bring opportunities in many industries and individual content creators but
also bring major threats to humanity for misuse as deepfakes. This tutorial paper
overviews the methodologies driving Al-generated videos and its underlying key tech-
nologies. It briefly explores the foundational roles of Generative Adversarial Networks,
Diffusion Model, and Autoencoders and their backbone DL algorithms in synthesiz-
ing video content. The paper also briefly discussed the opportunities of generated
videos as well as potential threats in the era of deepfakes. It also discussed significant
challenges, ethical considerations, and future directions for enhancing control and
creativity in Al video generation. The content will be updated in successive versions
of the paper from time to time as the state-of-the-art progresses.

Keywords: Auto-encoder, Deep Learning, Diffusion Model, GAN, Generative Al,
LLM, SORA, Tutorial Paper.

1. Introduction

The Al-generated video technology largely improved through the advent of large
language models (LLMs) [1, 2, 2, 3, 4], image generation models [5, 6, 7] and video
geration models [8, 9, 10] specially through advancement of deep learning (DL)
[11, 12, 13]. These advanced DL algorithms-based models now produce videos in-
distinguishable from real footage [14, 15]. This technology offers exciting opportuni-
ties in various industries, learner, content creators, etc.[16, 17, 18] but also presents
a major challenge through the potential misuse as deepfakes. Deepfake videos are
manipulated or generated digital contents that can convincingly depict real people
saying or doing things they never did [19, 20, 21, 22, 14].

This tutorial paper provides a brief technical overview of Al-generated video tech-
nology and its core functionalities. It explores key approaches such as Generative Ad-
versarial Networks (GAN) [23, 24], Diffusion Models [25, 26, 27], and Auto-encoder
(28, 29]. The paper briefly mentioned how these techniques synthesize video content,
highlighting their applications and potential threats. Moreover, the paper mentioned
the technical challenges associated with Al-generated videos, and ethical considera-
tions surrounding the technology’s use, particularly in the era of deepfakes. Lastly,
the paper explores future directions for Al video generation, focusing on enhancing
control, fostering creative applications, future threats. The objective of this tutorial
paper is to give an introductory awareness and recent progress of Al-generated video
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it’s technical background and ethical considerations to early researchers, users, and
other stakeholders. So, the content will be updated in successive versions of the paper
from time to time as the state-of-the-art progresses. This aims to help better manage
risks and unlock the potential of Al-generated videos for positive uses and making
plane to combat deepfakes.

The organization of the paper is as follows: Different Al-video generation tasks in
Section 2, State-of-the-art with the power of DL in Section 3, potential applications
of Al-generated video in Section 4, a brief discussion about ethical considerations
in Section 5, possible challenges and future directions in Section 6, and finally, the
conclusion in Section 7.

2. Different AI-Video Generation Tasks

AT algorithm generate video using different video generating tasks such as text-to-
video, image-to-video, video-to-video translation, video prediction, video inpainting,
deepfake video, etc. Here are provided brief discussion of the prominent task or
approaches:

2.1. Text-to-Video

This approach takes textual descriptions as input and generates corresponding
videos. It leverages advanced natural language processing (NLP) [30, 31] techniques
to understand the textual prompt and translate it into a video frames. The idea is not
new one [32, 33| but recently OpenAl shown their SORA’a ability in video generation
as one snap depicted in Fig. 1. Other prominent tools like InVideo AI, and Phenaki
allows users to create complex video scenes with detailed textual descriptions.

Prompt:

“A stylish woman walks
down a Tokyo street

filled with warm
glowing ncon and
animated city signage.”

Figure 1: An Al-generated video by SORA using text prompt.

The process work with several steps:

e Text Analysis: NLP Frameworks such as GPT uses to analyze textual input,
then semantic extraction is done through identification of entities, actions, and
contextual attributes.



Scene and Script Generation: Informing the sequence of scenes based on
text analysis to construct storyboard. After that script is developed by detailing
the actions and dialogue for each scene.

Visual Content Generation: Utilizing software like Blender and Maya for
creating and animating objects and characters. Then GAN such as StyleGAN
[34] is employed for synthesizing high-fidelity video frames.

Audio Generation: Uses of tools like Tacotron for synthesizing complemen-
tary audio components including integration of sound effects and background
scores.

Sometimes post-production video editing software are used to create pseudo real-
istic video.

2.2. Image-to-Video

Here, the Al system analyzes a set of still images and generates a consecutive video
frames that depicts a seamless continuation or animation of the scene [33, 35, 36]. This
approach employs techniques like motion estimation and optical flow to create realistic
motion patterns. The tools like Runway, Animoto, Simplified are very prominent for
image-to-video generation.

The process involves several key steps and technologies to create a coherent and
sequence of frames that visually narrate a story. Here is the key steps of the technical
aspects:

Here

Image Preparation and Analysis: First organize images in a logical se-
quence to ensure a natural flow. Then extract and identify key features from
each image using computer vision techniques.

Interpolation and Animation: Designing algorithms to generate interme-
diate frames between two images to create smooth transitions. Techniques such
as optical flow and DL-based interpolation such as DAIN are usually used. It
also analyze the motion between images to generate in-between frames that
depict gradual changes of motion.

Generative Models: Implement GANs to synthesize realistic video frames
from images. Models like StyleGAN, VQ-VAE, etc., can generate high-quality
frames that ensure continuity and realism. RNNs, and LSTMs use to predict
and generate subsequent frames based on previous ones ensuring temporal co-
herence.

Temporal Consistency: Ensure temporal consistency across frames to avoid
flickering and artifacts. Techniques like temporal coherence algorithms and
post-processing filters help maintain smooth transitions. Video stabilization
algorithms may also apply to reduce jitter and improve visual quality.

also post-production processing shall help to enhance the quality of the video.



2.8. Video-to-Video Translation

Video-to-video translation converts one video to another, such as transforming
a day scene into a night scene. This is often accomplished using GANs, where the
generator learns to map input frames to the desired output frames [37]. Here, scene
transformation converts videos from one style to another. GANs application utilizes
for frame mapping. Methods like Vid2Vid by NVIDIA, CycleGAN [38], etc., can
effectively do this task. The diffusion models are also emerging as method generation
for this task [27, 39].

This involves several key steps which includes:

e Data Preparation: Extract and preprocess frames from the input video, then
normalize pixel values and provide annotations if needed.

e Model Design and Training: Use video-specific GAN algorithm like Vid2Vid
for frame synthesis. Integration of RNNs, LSTMs, and optical flow networks
is effective to capture and maintain temporal dependencies. Employing adver-
sarial, content, temporal, and perceptual losses for ensuring frame realism and
consistency.

e Translation Process: Translate frames sequentially, considering previous frames
for context and use optical flow to guide frame generation and ensure motion
consistency.

e Post-Processing and OQutput Generation: Need to reduce flickering and
correct jitters also ensure consistent color across frames. Finally combine frames
into a final video and render in the desired format.w

2.4. Video Prediction

Video prediction are generating future frames of imputed video based on a se-
quence of past frames of this video with temporal patterns [40]. This is primarily
achieved using RNN or LSTM networks [41], which analyze the temporal patterns in
the video data to predict subsequent possible future frames. That is pattern analysis
based frame prediction is anticipates future frames from past data. Models are like
Deep Video Prediction [42] and PredNet [42] are prominent for this kind of task.

This is a complex task requiring sophisticated ML algorithms to understand and
predict temporal dynamics and visual consistency. Here is a brief overview of the
technical aspects of the process:

e Data Preparation and Preprocessing Frame Extraction: Extract frames
from the input video sequence then normalize pixel values to ensure consistent
input data. After that identify and extract key features from each frame using
computer vision algorithms.

e Model Designing and Training: Use RNNs and their variants, such as
LSTM or Gated Recurrent Units (GRUs) to capture temporal dependencies
among frames. After that apply CNNs to extract spatial features and pat-
terns from each frame, the combined model like ConvLSTM, which combine
CNNs and LSTMs are effective to simultancously capture spatial and temporal
information.



2.5.
This technique focuses on filling the missing portions of existing videos [43, 44].

Temporal Dynamics and Sequence Modeling: Training the model on
sequences of frames to learn the dynamics of motion and appearance, then
it can generate future frames by predicting the next frame based on previous
frames.

Generative Models: Variational Autoencoders (VAEs) shall be use to learn a
latent representation of the frames and generate future frames from this latent
space. Then implement GANS to generate realistic frames, where the generator
creates frames and the discriminator evaluates their realism.

Training Process: Here loss functions such as Mean Squared Error (MSE)
for pixel-wise accuracy and adversarial loss for realism are effective. The back-
propagation and optimization algorithms such as Adam minimize the loss and
update model parameters.

Frame Synthesis and Refinement Frame Generation: Generate future
frames iteratively based on predicted sequences and apply post-processing tech-
niques to enhance frame quality and remove artifacts.

Evaluation with Useful Metrics: Use metrics such as Structural Similarity
Index (SSIM), Peak Signal-to-Noise Ratio (PSNR), video-specific metrics, etc.,
to evaluate prediction accuracy and quality. The model also need be validate
on unseen data to ensure generalization.

Video Inpainting

The AI analyzes the surrounding content and synthesizes realistic replacements for
the missing parts, resulting in a complete video. Tools like DeepFlow-Guided Video
Inpainting [45], DeepFill vl & v2!, etc. are useful for this task.

This complex task leverages ML with several key steps to achieve realistic results.

The key steps includes:

Data Preparation: Extract and preprocess frames from the input video and
generate masks indicating missing or corrupted regions.

Model Selection and Training: Designed models using DL architecture
like temporal GANs or autoencoders for video inpainting. Incorporate RNNs,
LSTMs, or ConvLLSTMs to capture temporal dependencies and ensure smooth
transitions. Leverage adversarial, reconstruction, perceptual, and temporal
losses to guide the training the model for inpainting process.

Missing Region Generation: Generate missing regions by considering spatial
context within each frame and temporal context across frames. Then apply
optical flow techniques to maintain motion consistency in the inpainted regions.

Output Generation: Required combine inpainted frames into the final video
sequence and render in the desired format. Use post-processing techniques
to reduce artifacts and ensure temporal smoothness. Also required to ensure
consistent color and lighting across inpainted and original regions.
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ORIGINAL DEEPFAKE

Figure 2: Deepfake example.

2.6. Deepfake Video

The deepfake consists two words: ‘deep’ here it mentioning ‘deep learning’ (DL)
and ‘fake’ as usual not real [46]. The Al-generated video mainly created using DL,
so, can be treat deepfake videos but videos that replace one person’s likeness with a
fake video, are usually called deepfake video as depicted in Fig.2. This technology
uses GANSs, diffusion model and autoencoders to create highly convincing fake videos
[47, 48]. Deepfake raising both exciting possibilities [49] and big ethical concerns [50].

Deepfake

Identity Swap Fake Audio
Clip

Fake Yoice

EELbedimET

Expression
Swap

 Entire Face ~ Atwribute

Synthesis Manipulation

Iace Morphing

Figure 3: Common types of deepfake.

Deepfake could be different types as depicted in Fig.3. Models like DeepFaceLab [51],
FaceSwap [52], Reface, Zao, DeepFake are largely use.

The creation of realistic deepfake is not a easy task, because it required large of
number data and complex DL architecture. Here is a brief technical overview of the
process:

e Data Collection and Preparation: Need to collect extensive datasets of
images and videos of both the source and target individuals or objects. Then
normalize, align, and crop faces or objects in the dataset for consistency using
facial landmark detection for precise alignment.

¢ Model Design and Training: Employ GAN architectures such as StyleGAN
or CycleGAN, tailored for face synthesis. Diffusion model such as stable diffu-
sion, etc. Use autoencoders or variational autoencoders (VAEs) to encode and

Lgithub‘dot’com/JiahuiYu/generative_inpainting
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decode facial features. Implement models like FaceSwap, which use encoder-
decoder networks to capture and replicate facial features and expressions.

e Training Process: The adversarial training is effective to the generator to
collect features to creates synthetic frames. The discriminator evaluates their
realism, refining the model iteratively. Use a combination of adversarial loss,
perceptual loss for high-level feature similarity), identity loss to preserve the
individual’s identity, and temporal loss to ensure smooth transitions between
frames.

e Fake Video Generation: Encode the source face or object into a latent
space representation and decode the latent representation onto the target video
frames, ensuring and movements and facial expressions match the target. Com-
bine the processed frames into a continuous video sequence and render in the
desired format and resolution. Required to maintain temporal coherence across
frames to avoid flickering and ensure smooth motion.

Sometimes post processing required such as blending which seamlessly blend the
synthesized face with the target video using image processing techniques. Color cor-
rection to ensure consistent lighting and color matching between the synthesized face
and the target video. Video Stabilization may be apply as stabilization techniques to
correct any jitter introduced during synthesis.

3. State-of-the-Art with the Power of Deep Learning

Rise of Al-generated video primarily because of DL, a subfield of machine learning
(ML) inspired by the function and structure of the human brain [11, 12, 13]. DL
extracted features automatically during training where classical ML required human
experts for features extraction as shown in Fig.4 (figure source ?, accessed on July
14, 2024). DL algorithms, specially GAN, Diffusion models, and Autoencoders play
pivotal roles in video generation. These models enable the generation of high realistic
videos by learning from vast amounts of training data.

GAN consist of a generator and a discriminator that compete against each other
to produce and evaluate synthetic video content respectively. Diffusion mwodels em-
ploy a stochastic forward and backward process to iteratively enhance the quality of
generated video frames, ensuring coherence and realism. Autoencoders encode and
decode video frames to reconstruct input data, useful for tasks like video inpainting
and compression. Here, each of the models is briefly described.

3.1. GAN

GAN is at the forefront of Al-generated video technology [53]. A GAN consists of
two neural networks: the generator and the discriminator [23]. The generator creates
synthetic data, while the discriminator evaluates its authenticity against real data.
Through iterative fintuning, GANs produce highly realistic videos as mentioned in
Fig. 5 (figure source , accessed on July 14, 2024).

i). Generator: The generator part creates video frames from random noise or
latent space. It is designed to capture both spatial and temporal patterns to produce

2Medium‘dot’com/@hassaanidrees7/demystifying-deep-learning-the-future-of-ai-a9a1b9476a98
3labellerr‘dot’com/blog/what-is-gan-how-does-it-work/
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Figure 5: A typical working flow of a Diffusion Model.?

coherent video frames.

ii). Discriminator: The discriminator part evaluates the generated video frames
to distinguishing between real and fake videos. It ensures temporal consistency by
analyzing sequences of frames rather than single images.

Recent advancements in GANs for video generation mainly focus on improving
temporal coherence and visual quality. Techniques like Temporal GANs (TGANs)
[54, 55] and Video GANs [56] utilize temporal convolutions and spatiotemporal at-
tention to ensure smooth frame transitions and capture complex motion patterns.
Incorporating 3D convolutions and progressive growth strategies enhances resolution
and detail [57]. Additionally, conditioning GANs with contextual information further
refines video generation by aligning content with specific scenarios [58]. These inno-
vations collectively enhance the realism and consistency of generated video sequences.

3.2. Diffusion Models

Diffusion models are used to create high-quality, realistic video sequences by mod-
eling the transformation of video data over time [25, 26]. As shown in Fig. 6 (figure



source 4, accessed on July 14, 2024), it work in two phases :-
i). Diffusion (Forward Process): The model starts with an existing video and grad-
ually adds noise to each frame, progressively destroying the video’s structure and
temporal coherence. This process is repeated for multiple steps until the video frames
are nearly indistinguishable from random noise.
ii). Denoising (Reverse Process): The denoising involves training a neural network
to denoise the video frames step-by-step, effectively reversing the diffusion process.
The network learns to predict and remove the added noise, gradually reconstructing
the original video frames. This denoising process is extended to maintain temporal
consistency between frames, ensuring smooth transitions and coherent motion.
Diffusion models for video generation have seen many variations and significant
advancements. For generating high-quality images, adapted for video by ensuring
temporal coherence and efficiency Stable Diffusion [59] is very effective. It utilizes
advanced denoising techniques to maintain high spatial resolution and temporal con-
sistency across frames [60]. To handle temporal dynamics in videos Denoising Diffu-
sion Probabilistic Models (DDPM) [61] extends foundational diffusion models. These
type of models apply a sequence of denoising steps to gradually reconstruct the video
from Gaussian noise. Some diffusion model specifically tailored for video generation,
using temporal convolutions or 3D convolutions such as VDM [27], VQ-VDM [62],
VIDM [63] Some methods process on additional inputs like text, audio, or initial
frames for contextually relevant videos where Conditional Diffusion Models work well
[64]. It integrate conditional variables directly into the diffusion steps to guide the
generation process. Recently transformers-based diffusion models are high highly
effective for Al-generated video creation. This type of models excel to capture long-
range temporal dependencies and ensuring coherent narrative flow. Here self-attention
mechanisms within the transformer architecture to process and integrate both spatial
and temporal information across the entire video sequence are effective [65, 66).

4turing‘dot’com/kb/ultimate-battle-between-deep-learning-and-machine-learning
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Figure 6: A typical working flow of a Diffusion Model.*



3.3. Autoencoder

Autoencoders can be adapted to learn the latent representations of video sequences
and generate new videos [67]. It has three primary components:

i). Encoder: The encoder compresses the input video frames into a lower-dimensional
latent representation. This involves convolutional layers to capture spatial features
and recurrent layers to capture temporal dependencies.

ii). Latent Space: The latent space represents a compressed version of the input video
including essential features.

iii). Decoder: The decoder reconstructs new video frames from the latent space that
resemble the input video.

Recent advancements in autoencoder techniques have significantly enhanced video
generation capabilities. Classical autoencoders have been adapted to handle tempo-
ral dynamics through innovations like convolutional LSTMs and Transformer-based
models, which capture both spatial and temporal features more effectively. Recent
techniques, such as variational autoencoders (VAEs) [68] combined with RNNs [69]
or attention mechanisms [70, 71}, allow to generate more coherent and contextually
accurate video by modeling long-range dependencies and complex motion patterns.

The above three DL model are largely use in video generation. But their backbone
primarily are either convolutional neural network (CNN) [72], RNN (or LSTM) [73],
and Transformer [74] or combinations.

3.4. CNN

CNN, a type of DL, is primarily used for image recognition tasks and play a
significant role in video generation [72, 75]. It consists of multiple layers such as
convolution layers, activation, polling, and fully connected layers. It help in extracting
spatial features from video frames, contributing to the creation of high-quality visual
content. It work through feature extraction which identifies key elements in video
frames and image synthesis which produces detailed and realistic visuals.

Recent advancements in CNN like ResNet’s [76] residual connections and DenseNet’s
[77] dense connections have enabled the training deeper of more efficient networks.
Innovations such as Inception modules [78] and EfficientNets [79] have optimized
performance by balancing network depth, width, and resolution. Additionally, atten-
tion mechanisms [74] and self-supervised learning [80] have enhanced the robustness
and generalization of CNNs, expanding their role as a backbone algorithm to video
generation models.

3.5. RNN

RNNs, particularly LSTM networks are used for sequence prediction tasks. These
are crucial in video generation for maintaining temporal coherence, ensuring that
sequential frames in a video are consistent and logically connected. The LSTM Net-
works capture long-term dependencies in video sequences and temporal coherence
which ensures smooth transitions between frames in a video [81].

Advances like LSTM and Gated Recurrent Units (GRUs) [82] have addressed
the vanishing gradient problem and allowing for the effective modeling of long-term
dependencies. Improvements through attention mechanisms have further enhanced
the performance of RNNs by enabling the model to focus on relevant parts of the
sequence. Additionally, the integration of Transformer architectures has significantly
enhanced the capability of RNNs, making them robust and efficient for a wide range
of applications such as NLP and video generation [83].
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3.6. Transformer

A transformer model is a type of DL that revolutionized natural language pro-
cessing (NLP) [84] by using self-attention mechanisms, allowing the model to weigh
the importance of different words in a sentence regardless of their position. Unlike
traditional RNNs, Transformers process entire sequences in parallel, significantly im-
proving computational efficiency. Transformers have become the foundation for many
state-of-the-art models, including BERT [85], GPT [86], and T5 [87]. Transformer
are also very useful in video generation [8, 88].

4. Potential Applications of Al-generated Video

Potentiality of Al-generated video is enormous [89, 90]. Think about a million-
dollar movie scene being generated using just a few prompts. In the same way, the
advertising industry, content creation, and more industries are largely benefiting. So,
the opportunity is vast, many industries are already befitting and here are few areas
are mentioned below:

4.1. Content Creation and Entertainment

Al-generated videos are transforming the digital content creation and entertain-
ment industry by enabling the creation of realistic special effects, virtual characters,
and even entire scenes without the need for physical sets or actors [91, 92]. Al-
based special effects can generates realistic effects and characters, same way virtual
production creates scenes without physical presence.

AT model make automation in labor-intensive processes, such as scene rendering,
special effects, and character animation. Techniques like GANs, diffusion models, and
autoencoders generate realistic environments and characters, reducing the time and
cost of traditional methods. Additionally, AI can personalize content at scale, tailor-
ing videos to individual viewer preferences, increasing engagement. This technology
also enables rapid prototyping and iterative creative processes, allowing creators to
experiment and refine their work more smoothly.

4.2. Advertising

Advertisers can leverage Al-generated videos to create personalized and highly
targeted advertisement, reaching audiences in innovative and attractive ways [93,
94]. Personalized tailors content to individual preferences and targeted advertising to
reaches specific audience segments.

Models like GANs, diffusion models, and autoencoders can create realistic product
images, engaging characters, and dynamic backgrounds, making production faster
and cheaper. Al can personalize ads on a large scale, tailoring them to individual
viewer preferences and behaviors, which boosts engagement and conversion rates.
This technology also allows for quick testing and improvement, helping marketers
optimize their campaigns more effectively.

4.8. Education

In education, Al-generated videos offer new ways of presenting information through
interactive and engaging videos, enhancing the learning experience [95, 96]. It can
produces engaging educational videos which enhance learning and improves educa-
tional outcomes.

Advanced models using GANs, diffusion models, and autoencoders can create re-
alistic simulations and visualizations of educational contents, making complex topics
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more understandable. The Al technologies can generate customized content tailored
to individual learning paces and styles, providing a more personalized learning experi-
ence. Moreover, Al can facilitate rapid content generation and iterative improvement,
enabling educators to quickly adapt materials based on student feedback and perfor-
mance data. This leads to more dynamic and effective educational resources that can
be continually refined for better learning outcomes.

5. Ethical Considerations

One major concern of Al-generated content is the misuse of deepfakes. This
powerful Al tool can be used to create highly realistic synthetic videos, which can
then be exploited to manipulate public opinion, spread misinformation, bias political
campaigns, or harm individuals’ reputations [19, 97, 98, 21]. Moreover, trust in digital
contents will drastically reduce, and liars’ dividend attacks will increase [99, 100, 101].

Therefore, Al generated video, specifically deepfakes raise serious ethical concerns,
requiring strong solutions. They can show people doing or saying things they never
did, which damages trust in the media and informed public discussions. This can
seriously affect social relationships, politics, and personal reputations. Another issue
is privacy and consent; people in these Al videos often don’t know or control how
their image is used. Moreover, deepfakes can be a security threat, as they can be
used for identity theft, fraud, or blackmail.

To reduce these risks, it is crucial to develop effective methods to detect deepfakes
accurately. Raising awareness about Al [102, 103] and improving the trustworthiness
of AT models [104] can help rebuild confidence. We also need strong ethical guidelines
and laws to manage how Al-generated videos are created and shared [105, 106]. It is
important for Al researchers, ethicists, policymakers, and the public to work together
to ensure Al use aligns with societal values and addresses potential dangers. Trans-
parency in Al video creation is crucial, this includes clearly labeling Al-generated
content using digital watermarks and detection techniques. Ethical Al development
should focus on inclusivity and fairness, making sure that tools for detecting deepfakes
are accessible to everyone and promote a fair and secure digital environment.

6. Possible Challenges and Future Directions

Al video generation is a rapidly evolving field. At this stage it faces many chal-
lenges from technical difficulties to misuse and ethical violation. The challenge like
training data scarcity[107], generalization [108], explainablity [109], high computation
resources requirement [110] are prominent. Misuse of deepfake has huge downside too.
There are yet to develop rigorous ethical guidelines, creation and dissemination legal
frameworks. Future developments will likely focus on:

Improved training methods: Techniques like transfer learning [111], meta and
metric learning [112] and leveraging pre-trained models hold promise for reducing
training data requirements and accelerating model development.

Innovative DL-based backbone algorithm: An effective backbone algorithm
can offers resource efficiency, explainability and generalizability [113]. The backbone
could be associated with state-of-the-art suitable optimization techniques to develop
better video generation models.

Explainable and Interpretable Model: As discussed, deep learning (DL) is the
major underlying algorithm for video generation model development. However, DL is
a kind of black-box technique where explainability and interpretability are very low
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[114]. Therefore, this is a potential research area in which one could invest.
Enhanced Control and Creativity: Advancements in intuitive tools and user
interfaces will empower user to have greater control over the style and content of
generated videos.

Mitigating Misuse: Research on deepfake detection methods and establishing ethi-
cal and legal guidelines will be crucial in ensuring the responsible use of this powerful
technology [50, 115].

7. Conclusion

Al-generated video has seen remarkable rises, driven by various approaches and
the power of deep learning (DL). Approaches like text-to-video, image-to-video, video
prediction, video-to-video translation, video inpainting, and deepfake video showcase
AT’s abilities in transforming video content generation. Each method furnishes unique
capabilities, from converting textual descriptions into dynamic visuals to predicting
future frame sequence based on historical data.

DL models, such as Generative Adversarial Networks, diffusion models, autoen-
coders, and their backbone architecture like Convolutional Neural Networks, Recur-
rent Neural Networks, and Transformers, are very effective to improved the realism,
coherence, and quality of Al-generated videos enabling more sophisticated contents.

Applications of Al-generated videos span content creation and entertainment, ad-
vertising, education, and many more. Despite many positive impacts, it has significant
downsides and ethical concerns. As research progresses, understanding the technical
underpinnings, the risk and ethics, Al-generated video promises to become more ver-
satile and impactful things in the future. This tutorial article tried to given a primer
on technical aspect of Al-generated video and potential threats as deepfake. The
content will be updated in successive version of this tutorial.
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