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How to:
Setup Multi-Factor Authentication (MFA)
(Main Campus)

Introduction: This article will show you how to Setup your Multi-Factor
Authentication (MFA) for your TU Microsoft Account

Prerequisites/symptoms: Prior to setting up Multi-Factor Authentication
(MFA), you will need access to your personal smartphone device.

Step-by-step guide:

1. Navigate to: myapps.microsoft.com on a computer or tablet that is
separate from the phone that you will setup MFA on
2. Sign in with your @tiffin.edu account with the username provided by
your admissions counselor or advisor.
e |Ifthisisyour first time signing in, your password will follow the
pattern of Dragon$MMDDYYYY where the date is your Date of

Birth.
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Slgn n 4 lastnamefm@tiffin.edu
lastnamefm@tiffin.edu Enter password
No account? Create one!
Can't access your account? Forgot my password
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Issues accessing your account? Contact the ITS Help
Desk at 419.448.3430 or email pctech@tiffin.edu.

G% Sign-in options




3. On the "More Information required” page, select “Next”

@ TIFFIN

UNIVERSITY

lastnamefm@tiffin.edu

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

R

Issues accessing your account? Contact the ITS Help
Desk at 419.448.3430 or email pctech@tiffin.edu.

4. You will now be taken to a page named titled “Keep your account
secure”

e For this step, you will need to access your personal phone and
Navigate to your app store and download Microsoft
Authenticator.

e Search for "Microsoft Authenticator”

e Select the app and verify that it is the correct app by
looking at the title and icon

e Select “Get” or “Install”

Microsoft authenticator | 1

Q) microsoft authenticator 1

Microsoft Authenticator
Protect online identity
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5. Select “Next” on the next two screens.

Keep your account secure Keep your account secure

Method 1 of 2: App Method 10f 2: App

(] : o 2
App Phone App Phone

Microsoft Authenticator Microsoft Authenticator

6 Start by getting the app ) Set up your account

On your phone, install the Microsoft Authenticator app. Download now If prompted, allow notifications. Then add an account, and select "Work or school”.

After you install the Microsoft Authenticator app on your device, choose "Next".

-
I want to use a different authenticator app *
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| want to set up a different method

L want to set up a different method

6. You will now be presented with a QR code.
Navigate back to your smartphone and open the “Microsoft

Authenticator”
e Agree to Privacy statement
e Continue past “Help Microsoft Improve’
e Select “Scan a QR Code”
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Peace of mind for your digital life

Your privacy matters

Secure your accounts with multi-factor
We collect required diagnostics to keep the authentication.
app secure and updated. This does not

include your name or any sensitive data.

We also collect optional usage data to Acd work or school account

improve your app experience. You can opt

out of sharing optional usage data anytime B8 Scana QR code

from app settings.

| agree Restore from backup

Privacy statement




7. When prompted for access to your device's camera, select “Allow”

“Authenticator” Would Like to

Allow Authenticator to take pictures and Access the Camera
acord video?

May be needed to scan QR code to
add a new account

Don't Allow OK

8. Now scan the QR code on your screen with your device using the
Microsoft Authenticator App and select “Next” on your computer.

Method 1 of 2: App
@ DO NOT SCAN THIS IMAGE.

USE THE QR CODE ON YOUR

App
COMPUTER SCREEN

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next™
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| want to set up a different method

9. After the code is scanned, you will receive a prompt for permission to
send notifications. Select “Allow”.



10. Once the code has been scanned, select “Next” and you will receive a
push notification on your registered device.

Respond to the push notification on your device by tapping “Approve”
and then typing in the number you see on your computer screen.

AUTHENTICATOR now
Approve sign-in? o
HE e Approve sign-in?
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= Authenticator
@ Are you trying to sign in?

Enter the number shown ta sign in
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Enter the number shown to sign in.
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1. After enrolling the Microsoft Authenticator App, select “Next”.

Keep your account secure

Method 1 of 2: App
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App Phone

Microsoft Authenticator
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12. You will then be required to register a phone number as a backup

authentication method. Input an easily accessible phone number and
select to “receive a code” or “Call me”

Keep your account secure

Method 2 of 2: Phone

App Phone

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use? o

’united States (+1) VI | Enter phone number

(@) Receive a code
O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement. o
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I want to set up a different method

13. Verify the code that was sent to your phone number and select “Next”

Keep your account secure

Method 2 of 2: Phone

App Phone

Phone

We just sent a & digit code to Enter the code below.

Enter code e

| want to set up a different method

14. Verify that all the information is correct and select “Done”

Keep your account secure

Method 2 of 2: Done
App Phone

Success!

Great job! You have successfully set up your security info, Choose "Done” to continue signing in.

Default sign-in method:
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15. Once you get signed in, you may be asked to

update your password. If so, please enter a new Ty TIEEIN
password that is compliant with the password i g
policy below: Update your password
e Passwords must be at least 12 characters founestitoupdsieyounpessworibecausedhisis
long. il i el S
e Passwords must include all of the Current password
following:

New vord

e 3 capital letter
e 3 lowercase letter

Confirm password

e 3 Number m
e a3 special character
) p reV|OuS|y used pa SSWO rds can ﬂot be Issues accessing your account? Contact the ITS Help

Desk at 419.448.3430 or email pctech@tiffin.edu.

repeated.

It will take roughly 15 minutes for all of your accounts to sync, so
please give the systems 15 minutes before trying to log into other TU
accounts.

16. Following sign-in, you will be redirected back to myapps.microsoft.com
e From here you can click tiles to access various TU applications
including:
e Moodle
e Housing Portal
e Self-service
e Please bookmark this page to reference your applications moving
forward

Apps dashboard He Addapps @ Create callection #* Custamize view




